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UNIVERSAL ELECTRONIC TRANSACTION SYSTEM 
AND METHOD THEREFOR 

Field of the invention 

The present invention relates to electronic transaction systems, and 
particularly, to an electronic money transaction system with high portability and 
flexibility for enabling user to effect transactions of any kinds or for any purposes. 

Background of the invention 

Nowadays, electronic money transaction systems are easily found in the 
services/products providers such as restaurants and shops for receiving payments. 
Among such conventional systems, the IC credit card is regarded as a comparatively 
secure means for effecting transactions, and even so, it does have a problem as lacking 
the capability of providing reliable information of the transaction to be authorised, and 
as a consequent, there is no guarantee that a transaction being authorised is exactly the 
transaction being intended by its holder. 

In such a conventional system, a terminal is necessary to be disposed in the 
service/product provider for interfacing the IC card and coupUng it to a remote central 
computer responsible for authenticating the IC card, by establishing a conunimication 
link. It should be noted that, the communication link need not be a secure one as far as 
communication between the IC card and central computer is concerned because when 
an authentication process takes place, the central computer will generate and send a 
random number to the IC card through the communication Unk, and the IC card will 
encrypt the random number and return the encryption result back to the central 
computer through the communication link. If the encryption result is correct, the 
central computer will permit the transaction. If a secure communication between the 
IC card and the central computer is to be used, this will only mean that the random 
number will be encrypted one more time, this should be unnecessary and even if it 
was necessary, it should be carried out by/inside the IC card instead. 
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However, the communication link has to be secure to ensure the transaction 
information communicated to the central computer cannot be intercepted and 
modified. Further, the temiinal also have to be a secure device in order to provide 
reliable transaction information, particularly, the transaction amount, to the cardholder 
by means of , for e.g., a display. These increase the cost of the system and also cause 
other problems ... 

To ensure no card fi-aud by, for e.g., the cashier of a services/products provider 
or even the provider itself, a IC card holder has to get into close vicinity of the 
terminal to monitor the transaction procedure handled by the cashier and desirably, 
should insert and remove the card into and firom the terminal on his own. 

In situations where such a terminal does not exist, the IC card will become 
useless, or it may take the card holder walk a long way if the location of the terminal 
is remote from the location where the cardholder receives the service/product, this 
may happen in a shop or restaurant with thousands of sq. fl. in size. 

It may also be necessary for a cardholder to get out of his car to make payment 
for car park fee or fuel intake. 

Finally, an I.C. card cannot be used for purchasing in internet environment. 

Objects of the present invention : 

Accordingly, it is therefore an object of the present invention to provide an 
apparatus to a user, rather than to the services/products providers, for conveying to the 
user directly reliable information of a transaction to be authorised, and for enabling 
the user to authorise that transaction; and a method therefor. 

It is therefore another object of the present invention to provide an apparatus 
to a user, rather than to the services/products providers, for enabling an electronic 
transaction to take place with the aid of an inexpensive, non-secure communication 
link such as any existing general purpose communication(s) network system e.g.. 
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telephone, internet computer or the like, without modification thereof for the security 
problems as mentioned above; and a method therefor. 

It is therefore a further another object of the present invention to provide a 
universal electronic transaction system which being low cost, secure, not dedicated for 
any particular purpose; and a method therefor. 

Brief description of the invention: 

According to one embodiment of the present invention, there is provided a 
pager for receiving a paging signal representative of information of, for e.g., a 
transaction on a user account, to be authorised, and representative of a one time, non- 
predictable code for use by the user to authorise that transaction. The user of the 
pager, after checking the transaction information including transaction amount and 
payee's identity, being correct, sends or gives the one time, non-predictable code to 
the payee who will communicate the one time, non-predictable code to the bank for 
authorising the transaction. 

According to another embodiment of the present invention, there is provided a 
pager with an IC card receiving port therein for receiving an external conventional IC 
credit card. The pager being for receiving a paging signal representative of 
information of a transaction to be authorised and representative of a random number. 
The IC card being for transforming the random number according to an encryption 
algorithm specified to the user to a one time, non-predictable code which being for 
use by the user to authorise that transaction. 

Brief description of drawing 

FIG.l is a block diagram of a present paging receiver according to a first 
embodiment. 

FIG.2 is a flow chart of a method for a present authorisation process. 
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Detailed description of the preferred embodiments 

Referring to Fig.l, there is shown a block diagram of a paging receiver 1, 
according to a first embodiment of the present invention, in which comprising : 

1) a receiver circuit 23 for receiving paging signals, including signals representative 
of electronic money transaction information ( herein below referred as E signals ) ; 

2) an address comparator 25 for determining whether a signal received is assigned to 
paging receiver 1 and may comprise a plurality of addresses for reception of 
corresponding different kinds of signals ; 

3) a CPU 21 for fetching a message following the call signal is determined to be 
assigned to the receiver 1 by address comparator 25 ; 

4) a message memory 28 for storing received messages of signals assigned to paging 
receiver 1; 

5) a display 34 for displaying the message received ; 

6) a cryptographic algorithm memory 27 containing cryptographic ajgorithm(s) for 
transforming at least a part of the E signals, of which details will be described herein 
below later ; 

7) a speaker 33 and led 31 for providing sound and light signal respectively to a user 
for indicating a paging signal assigned to paging receiver 1 received . 

When in operation, the paging receiver 1 will receive any paging signals 
transmitted from a base station of the same pager based broadcast system. Such a 
paging signal contains 4 fields, namely as, 1) address field for containing an address 
of the paging receiver assigned for receiving the signal ; 2) type field for indicating 
whether the signal is a E signal or not ; 3) information field for containing information 
to be displayed to user ; 4) signal number identity for indicating to the assigned 
paging receiver that, a signal which being broadcasted by the base station more than 
one time for ensuring it will be received by the assigned paging receiver, be the same 
signal, so that the assigned pager receiver will ignore the successively identical 
signals and will not alert the user uimecessarily. The receiving circuit 23, after 
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amplifying the incoming paging signal, supplies the signal to the address comparator 
25 which will compare the address field of the signal with one or a number of stored 
address(es) therein, and if a coincidence occurs, the address comparator will feed the 
rest of the signal to the CPU 21, otherwise, the rest of the signal will be ignored. 

According to the first embodiment, the present paging receiver is for 
authorisation of transactions. Referring to Fig.2, which is a flow chart of a method for 
the authorisation process. As read on Fig.2, when an authorisation process takes place, 
an internet computer receives the account number of a user. Desirably, the internet 
computer has a card reader therein for obtaining the user account number by, for 
instance, reading a magnetic card or a IC card or the like of the user, otherwise the 
user account number will have to be entered by hand with the aid of a keyboard. Then, 
the internet computer supplies the account number together with the transaction 
information, which may be entered into the computer with the aid of a keyboard by 
the payee/payer and which may include information such as identity of payee, 
transaction amount, purpose of payment, e.g., deposit or full payment for a particular 
product or service or the like, identity of product(s) and services concerned etc., to a 
central computer via a communication link which in this case, the internet. The central 
computer, in response thereto, generates a random number which being a random 
number and searches in a storage thereof the user identity corresponding to the user 
account number received and then supplies the user identity searched, the transaction 
information received together with the random number to the base station mentioned 
above. 

The base station will then search in an address storage thereof an address of 
the paging receiver, corresponding to the user identity received, and generate a paging 
E signal, in a format as mentioned above and in which the information field contains 
the transaction information and the random number, and broadcast the signal. 

The paging receiver 1, after receiving the signal, transforms the random 
number therein by using an algorithm which being specific to the user and stored in 



wo 98/54943 




PCT/EP98/02995 



cryptographic algorithm memory 27, the resuh will be used as a one time, non- 
predictable code for authorising the transaction. Then, alerts the user and displays the 
transaction inforaiation and the code to the user. The user, after seeing that the 
transaction information being correct, enters the code read on display 34 into the 
keyboard of the internet computer which again sends it to the central computer. 

The central computer, in response thereto, searches in a cryptographic 
algorithm storage thereof a cryptographic algorithm corresponding to the user identity 
and transforms the random number it generated previously by using the cryptographic 
algorithm searched and compared the result with the a one time, non-predictable code 
received, and if the comparison result is favourable, the transaction is determined as 
authorised. 

It should be noted that the cryptographic process in the paging receiver 1 and 
the central computer may be omitted to simpUfy the authorisation process and at the 
same time, it can still provide an acceptable degree of security. This is possible for the 
reason that although theoretically, the paging signal is receivable by anyone, other 
people can actually not be able to receive it unless they know the correct address of 
the paging receiver 1 because nowadays, thousands of similar signals may occur and 
be receivable at the same instant of time. 

On the other hand, to enhance the security, the paging receiver may includes a 
keypad thereon for receiving, by CPU 21, a password and without it CPU 21 will not 
perform the cryptographic process. Alternatively, it may also be desirable that once a 
password is entered, CPU 21 will perform the cryptographic process on the random 
numbers of E signals received within a predetermined period of time thereafter, or 
will perform the cryptographic process on the random numbers of any E signals until 
the total transaction amount of authorised transactions exceeds a predetermined value, 
so that the user need not to enter the password every time a transaction take place. 

Further, the E signal may be modified into 2 separated signals, 1) El signal 
which being similar to the E signal as mentioned above, except that it contains 
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transaction information but no random number therein ; 2) the random number signal 
for containing the random number which being disguised as an ordinary telephone 
number. And, the address comparator 25 may contains a specific address dedicated for 
receiving the random number signal. In the random number signal, there is no type 
field for indicating to CPU 21 that it being a part of a E signal or the type field therein 
will not indicates it as a E signal, instead, the address comparator 25 will interrupt 
CPU 21 in a specific manner when it detects a received signal having an address in the 
address field tiiereof match the specific address, that is, a random number signal, 
thereby informing CPU 21 of this fact. 

It should be noted that the specific address is different m different present 
paging receiver. 

According to another embodiment of the present invention, there is provided a 
pager with an IC card receiving port therein for receivmg an external conventional IC 
credit card. Similar to the first embodiment, the pager is also for receiving a paging E 
signal containing information of a transaction to be authorised on a user's bank 
account, or the like, and a random number, but in this case, the CPU 21 in the pager 
will not perform an cryptographic process on the random number, instead, it suppUes 
it to the external IC card in the receiving port. The IC card, upon reception of the 
random number, will transform it according to an cryptographic algorithm therein, 
and the resuU will be used as a one time, non-predictable code, as mentioned above, 
and will be communicated to CPU 21 which will cause it, together with the 
transaction information received, to be displayed in display 34. 

It should be noted that, as the user relies on the transaction information 
received by his pager in making a transaction, it is therefore no longer necessary or a 
must for the services/products providers to install a secure terminal as mentioned 
above. Rather, an existing general purpose communication(s) network system can be 
used for communicating the transaction information as well as the non-predictable 
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code for authorising the transactions to the central computer, and the central computer 
can be publicly accessible. 

If merely communicating the account numbers of the money payer and 
receiver as well as the transaction amount is required, then using touch tone buttons 
on a telephone will be sufficient. 

If further details of the transaction information is required, such as the purpose 
of the transaction, e.g. to purchase a Benz, model # 380s, serial # 1234 or even 
personal loan etc, then the transaction information may be communicated to an 
operator of the bank, who will be responsible for the data entry of the transaction 
information by means of a keyboard. In this case, it is desirable that both the money 
payer and receiver to have a respective pager of their own for receiving the transaction 
information and a different one time, non-predictable code for use by them 
respectively to authorise the transaction, so as to prevent loss to any one of them 
should there are errors in data entry. 

It should be noted that the above embodiments are given by way of example 
only, and it will be obvious to those skilled in the art that various changes and 
modifications may be made without departing firom the spirit of the present invention. 

For instance, the transaction information may be encrypted by the central 
computer before transmitting to the pager. This can eliminate the possibility of the 
reception of E signal by the pager be interfered by an extremely strong disturbance 
signal and the pager be fooled by another fake E signal with the same random number 
therein but a false transaction information. 
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What is claimed is : 

1) A secure transaction system, comprising : 

A receiver with no transmitting capability, comprising : 

means for receiving broadcasting signals assigned to said receiver, 
including a first signal representative of a non-predictable code associated with 
and dedicated for an attempted transaction and a second signal representative 
of inforaiation concerning said attempted transaction ; 
means for conveying said information and said code to a user ; 

wherein response firom said user including said code is to be 
communicated to a control xmit at least in part via a publicly accessible data 
communication medium for directing said attempted transaction ; 

said control unit. 

2) A system as claimed in claim 1, wherein there is a human operator for reception of 
said code through said publicly accessible data communication mediiun from another 
person, and for communication of said code to said control imit by means of an 
information input means. 

3) A system as claimed in claim 1, wherein said second signal being in an encrypted 
form and said receiver will decrypt it before conveying it to said user. 

4) A system as claimed in claim 1, wherein further comprising means for transforming 
said first signal by means of a predetermined cryptographic algorithm specific to said 
user, thereby obtaining said code fi-om said first signal. 

5) A system as claimed in claim 1, wherein said receiver is a paging receiver. 
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6) A system as claimed in claim 5, wherein said first signal is disguised as paging 
signal representative of a telephone number. 

7) A system as claimed in claim 1, wherein said publicly accessible data 
communication medium being a telephone network and said code being entered by 
means of touch tone buttons on a telephone. 

8) A system as claimed in claim 1, wherein said publicly accessible data 
communication medium being the internet and said code being entered by means of 
an internet computer. 

9) A system as claimed in claim 1, wherein said receiver further comprising a means 
for receiving an external module for transforming said first signal by means of a 
predetermined algorithm specific to said user, thereby obtaining said code . 

10) A system as claimed in claim 1, wherein said means for conveying being a 
display. 

11) A system as claimed in claim 1, wherein said transaction being an electronic 
money transaction on an account of said user. 

12) A system as claimed in claim 1, wherein said control unit will determine said 
attempted transaction as being approved by said user, if said code is being received. 

13) A system as claimed in claim 1, wherein said control unit will determine said 
attempted transaction as being conducted by said user, if said code is being received. 
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14) A secure transaction system, comprising : 

means for generating a first signal representative of a one time, non- 
predictable code ; 

means for broadcasting a second signal representative of information 
concerning an attempted transaction and said first signal to a receiver of a user who 
has the authority or right to conduct the attempted transaction, said receiver has no 
transmitting capability ; 

means for receiving response from said user containing said one time, non- 
predictable code therein at least in part via a publicly accessible data communication 
medium ; 

means for using said user response to direct said attempted transaction . 

15) A system as claimed in claim 14, wherein further comprising said receiver which 
being a paging receiver. 

16) A system as claimed in claim 14, wherein said second signal being in an 
encrypted form and said receiver will decrypt it before conveying it to said user. 

17) A system as claimed in claim 14, wherein said receiver transforms said first signal 
by means of a predetermined cryptographic algorithm specific to said user, thereby 
obtaining said one time, non-predictable code from said first signal. 

18) A method for securely conducting transactions, comprising : 

generating, by a control unit, a first signal representative of a non-predictable 

code ; 

associating said first signal with an attempted transaction ; 
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transmitting a second signal representative of information concerning said 
attempted transaction and said first signal to a receiver of a user who has the authority 
or right to conduct said attempted transaction, said receiver has no transmitting 
capability ; 

conveying, by said receiver, said information and said code to said user ; 
wherein said code is for use by said user to make a response, to cause the 
transaction to be completed . 

19) A method as claimed in claim 18, wherein further comprising the steps of 
communicating said code back to said control unit at least in part via a publicly 
accessible data commxmication medium ; determining , by said control unit, said 
attempted transaction as being conducted by said user if said code is being received. 

20) A system for securely conducting transactions in situations where communication 
link to a control xmit is already provided by a service/product provider for 
commimicating information of a requested transaction or the like to said control unit, 
and a communication between the purchaser of said requested transaction and said 
service/product provider exists, comprising : 

A portable receiver of said purchaser, which has no transmitting capability, 
comprising : 

means for receiving broadcasting signals assigned to said receiver, 
including a first signal representative of a non-predictable code associated 
with and dedicated for said requested transaction and a second signal 
representative of information concerning said requested transaction ; 
means for conveying said information conceming said requested transaction 
and said code to said purchaser ; 
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wherein a user response having said code therein is to be 
communicated to a control unit at least in part via a publicly accessible data 
communication medium for approving said requested transaction ; 

and said control unit. 

21) A system as claimed in claim 20, wherein said information concerning said 
requested transaction includes said information of a requested transaction. 

22) In a system for securely conducting transactions, a receiver with no transmitting 
capability, comprising : 

means for receiving broadcasting signals assigned to said receiver, including a 
first signal representative of a code associated with and dedicated for an attempted 
transaction and a second signal representative of information concerning said 
attempted transaction ; 

means for conveying said information and said code to a user ; 

wherein said code is for use by said user to cause said transaction to be 
completed. 
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